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Introduction

Secret Double Octopus allows you to authenticate using your FIDO security key (e.g., YubiKey,
Feitian key), so you can access your services quickly and easily. In addition to providing a fast
login experience, FIDO authentication offers an excellent solution for situations in which you
are working offline, you have no mobile device, and so on.

This document describes how to register (enroll) a security key and how to login using FIDO
authentication. The following topics are covered:

e Registering Your Security Key
e Logging into the User Portal
e Logging into Windows Workstations
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Registering Your Security Key

In order to be able to authenticate using a FIDO key, you need to first register the key in the
system. This process is also called enrollment.

You can register your security key after you receive an enrollment invitation email from the
system administrator.

IMPORTANT: If you have more than one key, you will need to register each one separately.
Every key requires its own enrollment invitation.

To enroll a FIDO key:

1. Open the invitation email from Secret Double Octopus and click the Click to Enroll link.

SECRET
DOUBLE
OCTOPUS

Hi Amit LaviT,

Welcome to the FIDO Authenticator, a simple and highly secure system for validating your
identity to various applications and networks.

Follow the steps below to prepare your FIDO key and identify yourself to the system. Once the
process is completed, the FIDO Authenticator will notify you when an application or network
requires your identification, and you will confirm by using the FIDO key.

Step 1: Insert your FIDO key into your workstation.

Step 2: Click the enrollment link below and follow the instructions.

Click to Enroll

If you need assistance, please contact: support@doubleoctopus.com or your system admin.
The Invitation will expire in 1 week and 3 days, Please make sure to enroll within this

timeframe.

Keep Safe,
Secret Double Octopus

You will be redirected to FIDO Authentication Registration in the User Portal.
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2. Click Register.

CORPORATION

FIDO Authenticator Registration

This process registers FIDO authenticators

REGISTER

3. If you are working on a Mac, you may see the following screen. Select USB security key.

Verify your identity with centos768ar zom

Pick an option

dr  USB security key 3

& Built-insensor »

Cancel

4. Next, you will be prompted to insert your key into the USB port.

Use your security key with centos: com

Insert your security key and touch it

Choose another option Cancel

Mac
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‘Windows Sequrity X
Making sure it's you

Set up your security key to sign in to octdoubleoctopus.com as
wekainei,

This requeest comes from Cheome, published by Google LLC

Tap your security key on the reader or
insert it into the USB port,

| Cancel |

Windows

5. If you are prompted to create a PIN code, enter a PIN of your choice and retype it to
confirm. Then, click Next or OK.

&

PIN required

Set up a new PIN for your security key

PIN Confirm PIN

I

Cancel Next

Mac

Windows Security *

Making sure it's you

Set up your security key to sign in to oct.doubleoctopus.com as
ydaineli.

This request comes from Chrome, published by Google LLC.

You'll need to create a PIN for this

security key.
e . LLLl)
am
oK Cancel
Windows
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6. If your key supports biometrics, you will be prompted to add a fingerprint by touching
the key. You may need to touch it a few times until your fingerprint is captured.

Note: The flow presented here shows the process for Feitian K26 and K27 keys. Flows
for other keys may be slightly different.

—

®

Add fingerprint

Keep touching your security key until your fingerprint is captured
A\
Skip

After your fingerprint is captured, you will be prompted to touch the key again to
confirm the enrollment.

Use your security key with cc ~ do.com

Touch your security key again to complete the request.

Cancel
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7. Click Allow to enable the workstation to access your FIDO key.

Allow this site to see your security key?

cen .com wants to see the make and model of your

After your key is registered, you will be redirected to the User Portal. The next section
explains how to log in.

security key
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Logging into the User Portal

You can use various authentication methods to log into the User Portal. The following
procedure explains how to login using FIDO authentication.

IMPORTANT: Before logging into the User Portal, you need to enroll your FIDO key in the
system. For details, go to Registering Your Security Key.

To log into the User Portal using FIDO authentication:
1. Open the User Portal by typing the access URL in your browser.

AKME Enterprises Portal

Email

Authentication Type
FIDO Authenticator

2. Enter your email address or username. Then, select FIDO Authenticator as the
authentication type and click LOGIN.

‘

AKME Enterprises Portal

Authenticatior

FIDO Authenticator

LOGIN
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3. Insert your security key into the workstation and touch it.

Use your securty key with centos? com

nsert your security key and touch it

Mac

Windows Security
Making sure it's you
Please sign in to Ibsdo.doubleoctopus.net.

This request comes from Chrome, published by Google LLC.

8

Touch your security key.

Cancel

Windows

4. If you are prompted to enter a PIN code, type the PIN that you created during the

registration (enrollment) process for the key. Then, click Next or OK.

PiIM required

Mac
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Windows Security >
Making sure it's you
Please sign in to Ibsdo.doubleoctopus.net.

This request comes from Chrome, published by Google LLC.

Please enter your security key PIN.

‘ PIN ‘

Change PIN

OK Cancel

Windows

5. Touch your key again to complete the authentication.

Usa your security key with centos? COm

Touch your security kiy agan to Complete the request

Cancel

When authentication is complete, the User Portal opens and you will be able to see all
the services.

a Good Afternoon Yuval Danieli  § _

I Microsoft Office365 L Cisco VPN 42 Dropbox
° Atlassian Jira 80 AWS (Customer Success) Amazon Web Services (AWS)
JIRA Production
& salesrorce m Wordpress Production
v

SalesForce Production lagin
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Logging into Windows Workstations

The procedure below explains how to log into a Windows workstation using a FIDO security
key.

IMPORTANT: Before authenticating to Windows, you need to register your key in the system.
For details, go to Registering Your Security Key.

To log into a Windows workstation:

1. Open the Login screen, or unlock your workstation.

Monday, 30 December

2. Enter your username and then select FIDO Authenticator as the authentication type.

B2 Other user

8 Secret Double Oct...
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3. If you are prompted to enter a PIN code, type the PIN that you created during the
registration (enrollment) process for the key.

Note: If your key supports biometrics and you captured a fingerprint during the
enrollment process, you will not be prompted to enter a PIN.

User1
Sign in to
How do | sign in to another domain?
FIDO2 Authenticator
B

gin with Username and Password

4. Touch your key to complete authentication.
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